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„Security Is Everybody's 
Business“ Dave Liston, ICMS ICOM Members & Friends

“Museum collections are meant “Museum collections are meant 
theoretically to last forever.” theoretically to last forever.” ((G.EllisG.Ellis

BurcawBurcaw, Introduction to Museum Work, Nashville, TN 1975, Introduction to Museum Work, Nashville, TN 1975))



FromFrom Risk Risk AnalysisAnalysis to Risk to Risk 
ReductionReduction

�� Wheel Wheel ofof ProtectionProtection –– nevernever endingending
processprocess

Security plan

Implementaion 
(Risk Reduction)

Risk assesment and evaluation



RelationshipRelationship betweenbetween ThreatThreat andand
consequencesconsequences R=R=PxCPxC



Security system of a cultural institution aimed at elimination of risks -
subsystems

� 1. Mechanical barriers

� 2. Organization of guards

� 3. Organizational measures regarding the conduct of staff and visitors

� 4. Organizational measures incorporated in the scenario of the exposition or interior

� 5. Intrusion Detection System (IDS)

� 6. Fire Alarm System (FAS)

� 7. Access Control System (ACS)

� 8. Closed Circuit Television (CCTV)

� 9. System of internal communication and reporting of emergencies

� 10. Measurement and regulation of critical physical quantities (temperature, humidity, intensity of light and UV radiation)

� 11. Measurement of technical quantities (water, gas, dustfall)� 11. Measurement of technical quantities (water, gas, dustfall)

� 12. Internal and external lighting

� 13. System of protection against excess voltage caused by atmospheric forces

� 14. Internal monitoring centre (control room)

� 15. System for transmission of alarm data from the monitoring centre to the relevant intervention forces 

� 16. System of textual and visual documentation of 
cultural objects, their registration and entry in the 
inventory

� 17. System for resolution of emergency situations (emergency plans)

� 18. Co-operation with relevant national and international organizations and agencies

� 19 Co-operation with intervention forces

� 20. Disaster planning - conservation and 
restauration
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ImplementationImplementation ofof objectsobjects documentationdocumentation
((identificationidentification) ) intointo IntegratedIntegrated SecuritySecurity
SystemSystem –– NationalNational GalleryGallery in in PraguePrague

Case study 1Case study 1

SystemSystem –– NationalNational GalleryGallery in in PraguePrague



Trade FIDES,  a.s.

Comprehensive graphical 

monitoring system

Integrated monitoring system LATIS SQL

� In all objects monitoring system LATIS SQL have been installed (for all 

installed systems).

� Received alarm and operational events are elaborated in local 

servers and then sent to the cental operation unit and main server of 

LATIS SQL system.

Implementation of the Collection Register into Integrated
Security System – National Gallery in Prague

KKR KKR -- Opava 2011Opava 2011

LATIS SQL system.



Partner projektu

Riksantikvaren
Control system: Visual information from LATIS 

SQL

Risk Management and Security Planning at the National Gallery in Prague

KKR KKR -- Opava 2011Opava 2011
Trade FIDES, a.s., Dornych 57, 617 00 Brno

tel. +420 545 536 111, e-mail: obchod@fides.cz, www.fides.cz



Control system: Interconection between 

monitoring system (security database) and NG 

Central register of collection objetcts

�Minimum information for operator on duty

� By simple click she/he can spead the info to the intervention forces

KKR KKR -- Opava 2011Opava 2011



Documentation of collections

�� Good documentation is one of the most Good documentation is one of the most 
important part of anti important part of anti –– theft measures of theft measures of 
any institution.any institution.



Most important international Most important international legislativelegislative meansmeans::

••UNESCO UNESCO ConventionConvention on on thethe MeansMeans ofof ProhibitingProhibiting andand PreventingPreventing thethe IllicitIllicit Import, Import, 
Export Export andand Transfer Transfer ofof OwnershipOwnership ofof CulturalCultural PropertyProperty (1970)(1970)

••UNIDROIT UNIDROIT ConventionConvention on Stolen on Stolen oror IllegallyIllegally ExportedExported CulturalCultural ObjectsObjects (1995)(1995)
••ConventionConvention on on thethe ProtectionProtection ofof thethe UnderwaterUnderwater CulturalCultural HeritageHeritage (2001)(2001)

••ConventionConvention forfor thethe SafeguardingSafeguarding ofof thethe IntangibleIntangible CulturalCultural HeritageHeritage (2003)(2003)

ApplicationApplication ofof nnationalational legislation and legislation and 
international conventionsinternational conventions

••ConventionConvention forfor thethe SafeguardingSafeguarding ofof thethe IntangibleIntangible CulturalCultural HeritageHeritage (2003)(2003)
••ConventionConvention on on thethe ProtectionProtection andand PromotionPromotion ofof thethe DiversityDiversity ofof CulturalCultural ExpressionsExpressions

(2005) (2005) 
••1954 1954 HagueHague ConventionConvention, , 1954 1954 ProtocolProtocol, , 1999 1999 SecondSecond ProtocolProtocol

��CouncilCouncil Directive 93/7Directive 93/7//EECEEC of 15 March of 15 March 
1993 on the return of cultural objects 1993 on the return of cultural objects 
unlawfully removed from the territory of a unlawfully removed from the territory of a 
Member StateMember State



Return Return ofof CulturalCultural ObjectsObjects
CZ CZ religiousreligious objectsobjects -- case study 1 case study 1 



Return Return ofof CulturalCultural ObjectsObjects

�� Painting of St. Painting of St. HedvikaHedvika, M.L. , M.L. 
WillmannWillmann circle, oil on canvas, circle, oil on canvas, 
approx. 1700approx. 1700



Return Return ofof CulturalCultural ObjectsObjects

�� Four sculptures of church fathers, Four sculptures of church fathers, 
polychromedpolychromed wood carvings, approx. wood carvings, approx. 
17501750



Return Return ofof CulturalCultural ObjectsObjects

�� Sculpture of an angel, J.J. Sculpture of an angel, J.J. JelínekJelínek
workshop, workshop, polychromedpolychromed wood wood 
carving, approx. 1740carving, approx. 1740



Return Return ofof CulturalCultural ObjectsObjects

�� Gothic sculpture of Madonna with Gothic sculpture of Madonna with 
Jesus Child, originally Jesus Child, originally polychromedpolychromed
wood carving, 1wood carving, 1stst quarter of the 15quarter of the 15thth

centurycenturycenturycentury



Disaster planning - conservation and restauration
case study 2

�� Immediate conservation Immediate conservation –– restaurationrestauration of of 
endangered object eliminates the endangered object eliminates the 
conconssequencesequences of a of a floodflood



Disaster planning - conservation and restauration

�� ConservationConservation afterafter firefire



DocumentationDocumentation atat thethe NationalNational LevelLevel::
NationalNational Database Database ofof HistoricalHistorical

BuildingsBuildings FireFire ProtectionProtection



SubjectSubject ofof thethe ProjectProject

�� 90 90 statestate castlescastles and and chateauxchateaux in in thethe Czech Republic Czech Republic 
maintainesmaintaines by by NationalNational HeritageHeritage InstituteInstitute



GoalsGoals ofof thethe ProjectProject

�� ProtectionProtection and and safeguardingsafeguarding ofof thethe culturalcultural
heritageheritage in in thethe CZ by CZ by improvingimproving ofof firefire protectionprotection
levellevel

�� IncreaseIncrease ofof thethe safetysafety levellevel ((employesemployes, , visitorsvisitors, , IncreaseIncrease ofof thethe safetysafety levellevel ((employesemployes, , visitorsvisitors, , 
ownersowners) ) 

�� DefinitionDefinition ofof proceduresprocedures forfor optimalizationoptimalization ofof firefire
preventionprevention technologiestechnologies



GoalsGoals ofof thethe ProjectProject

�� AssessmentAssessment ofof proceduresprocedures forfor risk risk evaluationevaluation and and 
solutionssolutions ofof emergencyemergency situationssituations

�� ToolsTools forfor financialfinancial support support ofof firefire preventionprevention planningplanning
fromfrom statestate and and regionalregional authoritiesauthorities

�� AssessmentAssessment ofof basic basic paremetersparemeters forfor researchresearch and and �� AssessmentAssessment ofof basic basic paremetersparemeters forfor researchresearch and and 
developmentdevelopment ofof newnew elementselements ofof firefire protectionprotection ofof
historicalhistorical buildingsbuildings



Project Project activitiesactivities

�� ResearchResearch ofof firefire protectionprotection statestate in 90 in 90 
castlescastles and and chateauxchateaux

�� ComparitionComparition ofof firefire protectionprotection solutionsolution in in 
CZ and CZ and abroadabroadCZ and CZ and abroadabroad

�� TestsTests ofof functionalityfunctionality ofof firefire protectionprotection
technologiestechnologies



OutputsOutputs ofof thethe projectproject

�� MethodicsMethodics ofof firefire protectionprotection in in historicalhistorical
buldingsbuldings

�� MinimalMinimal standard standard ofof firefire protectionprotection

NationalNational database database ofof firefire��NationalNational database database ofof firefire
protectionprotection ofof historicalhistorical buildingsbuildings
in in thethe Czech RepublicCzech Republic



•• Security system of any museum is a never ending Security system of any museum is a never ending 
processprocess

•• Security system is a multidisciplinary task for all Security system is a multidisciplinary task for all 
museum employeesmuseum employees,, interveintervenntiontion forcesforces and and statestate
authoritiesauthorities

CConclusionsonclusions

authoritiesauthorities

•• Security system is a combine procedure of Security system is a combine procedure of 
prevention (risk reduction) and measures for prevention (risk reduction) and measures for 
reduction of lossesreduction of losses such as such as goodgood documentationdocumentation and and 
conservationconservation –– restaurationrestauration facilitiesfacilities

•• SecuritySecurity isis everybodyeverybody´́s businesss business



ThankThank youyou forfor youryour attentionattention..

Pavel JirásekPavel Jirásek

pavel.jirasekpavel.jirasek@@gmail.comgmail.com


